11/14/2805 16:28 60948 DOE PAGE 01/18

Department of Energy
Washifgton, DC 20585

November 14, 2005

The HonorableRick Skinner

I ngpector General

Department of Homeland Security
245 Murray Drive, Bldg. 410

Washyq n, D.C. 20528
??f i
Deat Rick:

Regar di ng Federal agency performancein,hurticane r elief efforts, | wanted to send you a
copy of ow latest report evaluating relevant actions by the Department of Energy, The
Department Of Energy’s responsbilitiesare outlined in Annex 12 to the Department of
Homeland Security's National.Response Plan.

In short, asnoted in thereport, we wereimpressed with the Department's actions, timing,
and overall responsiveness. Wedid., however, identify certain additional stepsthe
Department could taketo improve itsresponse to future Ener gency Support Fucntion-12
missions.

Thisreview will bereflected in our submissionto you for the next Office o f Inspector
General Bi-weekly Report on Hurricane Oversight for the period ending Novenber 18,
2005.

GregorY H. Friedman
Ingpector General

Enclosure

@ Printed with soy ink on recycled paper
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Department of Energy
Washingtoh, DC 20585

Novembet 9, 2005

MEMORANDUM FORTHE ECRETARY

FROM; Gregory H. Friedman
| ngpector Generd
SUBJECT: INFORMATION: Special Report on' The Department of

Erergy s Responseto Hirri canes Katrina and Hta'

The Officeof Inspector Gneral conducted a review to identify the actionstaken by the
Department of Energy (Department) in responseto Hirri canes Katrina and Rita,
specificallyto assesswhether these actions fulfilled the Department's obligationsas
outlined in the Department of Homeand Security's Nat i onal ResponsePlan. TheKatrina
Hurricane disaster wast he first Departmental mobilization ta t he National Response Plan
under itscurrent organization. In our judgment, under very difficult circumstances, the
Department deser veshigh marksfor its timely and responsiveacti ons. While theacti ons
were commendable, we identified certain additional approaches which we believe coul d
improvethe Department's response to fature Emer gency Support Function-12 (ESF-12)
missons. Theseare discussed in the body of the report.

BACKGROUND

i n accordance with Homeland Security Presidentiai Directive 5, in December 2004, the
Department of Homdand Security issuedt he National Response Plan. The purpose of
the Plan was to unify the Federal approach to domestic incident management, including
naturd disasterssuch as hurricanes. Under the Plan, the Department of Energy isthe
lead Federal agency for BSF-12, which addr esses the restoration of energy systemsafter a
natural, disaster. The Department's Officeof Electricity Delivery and Energy Reliability
isresponsiblefor the ESF 12 function and works with utilities, refinersand other energy
providers, aswell asstate governments and Federal agencies, to preparefor and respond
to energy emergencies. Although restoringnommal operationsat an energy facility isthe
direct responsibility of the facility owner, under ESF| 2 the Department's nationd.
obligationsinclude:

o Serving asthefocal point for issuesand policy decisionsrelating to energy;

e ldentifyingresourcesneeded to rexore energy systems; and,

e Monitoringenergy system damageand repair work.

@ Printed with Soy Ink 0N recyecled paper
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In August and September 2005, two major hurricaneshit the Gulf coast region of the
United States: Hurricanes Katrina and Rita. The storms devastated the regionand |eft
about four million customers without electric power. The damage to oil production and
refining infrastructure and the lack of electricity caused the shut down of large segments
of the domestic petroleumindustry. As of October 11,2005, seven refinerieshad not
resumed full operationsdueto hurricanereated damage, resulting inlost refi nery
production of about 1.9 million barrelsper day, Thi s representsabout 11 percent of the
Nation's totd. refinery capacity, The storms a so caused extensive damage to the G f
coastregion's natural gas infrastructure. Despitet he enormity of the damage, hurricane
recovery is underway and considerable progresshasbeen made, More is expected by the
end of 2005.

CONCLUSIONS AND OBSERVATIONS

We found that the Department was effectivein fulfilling itsresponsibilities under the
Nationa ResponsePlan. It took what we deemed to be a set of appropriateactions
designed to assist in the restorationof ener gy systemsafter Hurricanes Katrioa and Rita
The Department:

Initiated policy and regulatory actions needed to assist energy recovery efforts
and mitigatetheimpactsof the hurricanes;

e Coordinatedwith the energy industry and with other governmental agencies, both
Federal and state, to identify supportingresourcesand facilitate the restorationof
energy systems; and,

¢ Continuously monitored the statusof energy system damage and repair work, and
disseminated this information in a timely. manner to interested entities in the
governmental and private sectors.

The Department's senior management provided highly visibledirection to the energy
recovery effort. On August 31,2005, you announced approval Of thefirst loan of oil
from the Strategic Petroleum Reserve to refinerieswhose supplies of crudeoil had been
disrupted during the disasters. Further, on September 28,2005, the Department used its
regulatory authority to hasten power restorationin East Texas when you signed an order
that authorized and directed aconnection o f electrical transmissionlinesacr 0ss
regulatory boundaries. The Department also provided equipment and personnel in
support of vatious emer gency responsecentersto assist in therestoration of energy’
systemsinthe affected areas. A moredetailed chronology o f some of the Department's
mogt significant actionsis provided in Appendix 2 of the report.

While the Department's response mechanism was effective, & discussed previously, we
did identify certain actionswhich could enhance future ESF-12 mssi ons. Theseinclude
improving communication charinels between and among privateand governmental bodies
and the Department; st r engt heni ng the Department’s ability to identify emer gency
responseassetsin advance of eventssuch asnatural disasters; and, augnent i ng the
staffing and provisioning of ESF-12 ener gency responseteams Which are the
Department's most direct representativesin crisissituations,
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In reaching our conclusions regarding the effectiveness of Department activities, we
obtained information from and interviewed a number of individualsexternal to the Office
of Electricity Delivery and Energy Reliability. Thisincluded private sector entities such
as Exxon Mobile Corporation, Entergy Corporation,and Colonia Pipeline Company.
We also discussed the Bgpart narnt' s response with governmental officialsfrom the
Department of Homeland Security and the Federd Energy Regulatory Commission.

Thelnspector General review began on October 5,2005. Qr observationsregarding the
Department's response to these natural disastersclosely pardld. your testimony before
the SenateEner gy and Natura. Resources Committee on October 27,2005.

This review was conducted as a part of tho President's Council on Integrity and
Efficiency's (PCIE) examination of relief efforts provided by the Federal governmentin
the aftermath of Hurricanes Katrina and Rita. Assuch, a copy of the report has been
forwarded to the PCIE Homeland Security Wr ki ng @ oup which iscoordinating reviews
of this subject on agovemment-wide basis.

MANAGEMENT REACTION

TheDirector, Office of Electricity Delivery and Ener gy Reliability, concurred with the
recommendations in the report. Management's commentsareincluded in Appendix 3.

Attachment

cc: Deputy Secretary
Under Secretary for Energy, Science and Environment
Administrator, National Nuclear Security Administration
Chief of Staff
Director, Office of Electricity Delivery and Ener gy Reliability
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SPECIAL REPORT ON THE DEPARTMENT OF ENERGY'S RESPONSE
TO HURRICANES KATRINA AND RITA

TABLE OF
CONTENTS

Department's Performance of the ESF-12 Mission,

............................................................

Department’s Performance ... .. ..o e 1
Opportunities for IMprovement | ... ..o 3
Recommendations || et sase e eemee e aest s smeerareear. 4
Appendices

1. Objective, Scope, and Methodology ... e 6
2. Chronology of Significant Department Actions 8

3. Mapagement Comments



11/ 14/ 2005 16: 28

. < Perf he ESE-12 Mission

Department's
Performance

DCE PACGE

Based on the resultsof our review, which included discussions
Wth affected private corporationsand government officials, the
Department of Energy (Department) met its responsibilitiesunder
the National Response Plan by taking aggressive actionsto restore
ener gy systemsin responseto HurricanesKatrina and Rita. This
included serving asthe focal point for nuner ous issues and policy
decisionsto assistrecovery effortsrelating to the devastating
impact of the hurricanes, specifically concer ni ng t he energy sector.
In addition, the Department coordinated with. ener gy industriesand
governmental agenciesto identify supporting resourcesandto
expeditethe repair and restoration of energy producingfacilities.
The Department also monitored energy system damageand repair
work, di ssemnatingstatus informationto utilities, refiners, natural
gas pipeline operators, as well as state and local governments and
Federal agencies.

Focd Point for Policy Decisions

The Department’s Emergency Support Function-12 (ESF-12)
placed 35 respondersat ni ne emergency operationcate's to
coordinateenergy recovery responseswith energy firms, Sate
governments, and Federd agencies. Weanalyzed the activity logs
for deployed ESF 12 personnd. The analysisshowedthat the
Department was aggressivein collecting energy restoration
informationand that assistancerequests were coordinated with
appropriateparties thronghout the affected geographicarea. ESF-
12 per sonnel a so communicated with state energy representatives,
providing the opportunity to shar e information on recovery issues
and other actionstaken in responseto the hurricanes.

By serving asafocal point for critica energy-related data, the
Department was ableto identify situationsrequiring intervention
by the Secretary of Energy (Secretary). Specifically, this alowed
the Secretary to exercise hisauthorityin naki ng policy and
regulatory decisions affecting energy supply and restoration. For
example, on August 31,2005, the Secretary announced his
approval of the first loan of oil from the Strategic Petroleum
Reserve torefinerieswhose supplieshad been cut off by
disruptionsin production, On September 28,2005, the Department
used itsregulatory authority to hasten power restoration in East
Texas when the Secretary si gned an order that authorized and
directed a connection of eectrical transmissionlinesacr oss
regulatory boundari es. Additiona |y, the Department worked with
other Federal agenciesand affected statesto obtain regulatory
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waiversfor gasolineand diesel fuel formulations, safety
regulations |imiting driver service hours, and vehicle weight
restrictionsto mitigatethe impact of fud, supply disruptionsand
ease recovery efforts.

ficationof § 0z R

The Department also identifiedneeded supporting resourcesto
facilitate the retoration of energy systems.. For example, the
Department provided assistance to the Colonial Pipeline Company
(Colonid), which transports 100 million gallonsof fuel daily
throughout nuch of the southern United States, to obtain
replacement generatorsto restart its pipeline. The Department
worked with the Mississippi State H ghway Patrol,to allow
delivery of the generatorsand provide security for Colonia's
repair crews. In addition, Department personnel facilitated the'
reopeningof arefinery in Port Arthur, Texas, by drafting access
authorization letters, which alowedt he delivery of equipment and
personnel to the refinery after workers were prohibited from
returning to the refinery by law enforcement officials. The
Department also took numerousactionsin cooperation with
Federal agencies and industry to providefood, water, diesd fuel,
and deeper cars to emergency response and repair crewsin
Louisiana

Monitoring Damageand Repair Work

Finally, the Department monitored ener gy Systemdamage and
repair wor k and disseminated updated status informationin a
timely manner to industry, state and Federal government agencies,
and to interested ci ti zens, The Department began posting situation
reportson itswebsite before Hurricane Katrina struck Louisana
and has continued to provide updatesthroughout the restoration
process. Asof October 20,2005, t he Department had placed on its
website 63 Gulf coast situationreportsand 10 power outage maps.
The reportswere an important tool in communicating t he extent of
damageto the Gulf coast's ener gy infrastructure and the progress
of repair work. According to ener gy i ndustry and agency officias
at the Federa Energy Regulatory Commission and the Federal
Emergency Management Agency, the timeliness and accuracy of
the situation reports helped in assessi ng impactsto theenergy
supply while ensuring that reliableinformation was provided to the
public. In addition, Departmental ESF-12 personnel provided
information about power outages and estimated power restoration
duringHurri cane Rita. This information allowed officialsto
effectively alocate resourcesneeded far emergency response.

Page 2
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Opportunities for
Improvement

While the Department took, what we concluded to be, effective
actionto assist in restoring energy systems in responseto
HurricanesKatrinaand Rita, we identified opportunitiesto
improve the Department's response in future ESF-12 missions,
These opportunitiesinclude: streamlining conmuni cati ons,
leveraging Department assets, adequately provisioningthe ESF-12
emergency response teams, and determining appropriate
emergency support staffinglevels.

agement

Duri ng the hurricanes, the Departmentreceived duplicative
requests for information when external entitiesrequested the same
information from different ESF- 12 personnsl. Problemsarose
when several ESF1 2 personne were independently working to
collect and providethesane informationin responseto the
multiple requests. Becauseof the Department's missionto serve
asa foca point for energy-related i ssues, t he effective nanagenent
o f communicationsframexternal and internal sources iS¢tucial to
success. Accordingly, the Department needsto clarify the
appropriatepoint of contact to WhOmMexternal sources should
direct future information requests. This information should be
disseminated proactively to Depar t nent personnel and to
appropriate external sources.

Department Assets

Although Departmental assets wereused in responseto energy
restoration requests, the Department did not have a mechanism
readily available to identify emergency equipment or personne
that could be used to assist inrestoration efforts. In respondingto
the energy disruptions, the Y-12 National Security Complex
provided surpluspower generatorsfor Hurricane Katrina relief in
Louisiana, and the SouthwesternPower  Administrationhelped
restore power to over 20,000 customersin Sout heast Texas.
However, officials acknowledged that whilethereis acadre of
knowl edgeable Department personnel, there were difficulties in
real-timeidentificationof individuals who hed the detailed
knowledgeto assist in particular situationscaused by the
hurricanes. Theseincludedthosevith expertisein ener gy markets,

- and distributionand delivery systems problems. Maintaining an

inventory of Department assetswhich areavailableona
contingency or stand-by basis, both equipment and personnel,
should improvefuture ESF-12 efforts.

Page 3
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RECOMMENDATIONS

espo Equipment

The Department established so-called "'Go Kits'™ o f equipment to
support respondersduring their deployment. Department
managers and respondersidentified several equipment additions
that would enhancethe ™ Go Kits" to assist the respondersduring
deployment. For example, we intexviewed severa responderswho
indicated their hurri cane relief effort s would have been nare
effectiveif they had been equipped with mobile globa positioning
systemsand properly-configured computer equipment. We
concluded that the Department should devel op astandardized suite
of responder equipment that included all items needed for
maximum self-sufficiency. Thiswould assist respondersin
meeting their MSS AN assignments during their deployment.

Emergency Support Staffing

Theimpactsof HurricanesKatrina and Ritastrained the
Department's ESF- 12 staffing levelsand its ability to respond to
multipledisasterssmultaneoudy. In 2005, the responsibilityfor
the ESF1 2 function wastransferred to the Office of Electricity
Dedlivery and Energy Reliability. While the organization had 8
personnd dedicated as initial emergency responder s, the severity
and magnitude of the hurricanes required the deployment of 35
personne to 9 different emergency centers. The Department
augmented itsstaffing duri ng the crisiswith trained contractor
personnel,and Federa employee volunteersfrom within the
Department. In light of the multiplechallenges faced in the recent
efforts, staffing requirementsnecessary to fulfill ESF-12
requirements should be reexaminedto ensure that the Department
isinaposition to fully meet itsobligations under the National
Response Plan.

We recommend that the Director, Office of Electricity Delivery
and Energy Reliability:

1. Clarify with external sources the gppropriate ESF-12 point
of contact to Wwhomthey should direct information requests,
and proactively disseminatesuch information to
Department of Ener gy per sonnel and appropriate external
Sources;

2. Develop an inventory o favailable Department resour ces
for emergency ener gy restoration;

Page 4
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MANAGEMENT
REACTION

3. Ensurethat deployed teamsare adequately provisioned
with astandardized suite of equipment; and,

4. Determine whethsr additional personnel are necessary to
meet the Department's National Response Plan obligations.

The Director, Office of Electricity Ddivery and Energy Reliability,
concurred with the recommendationsin the report. Managerent
wasin full agreement with thefour recommendationscentained in
the report and provided appropriate action plans to addressthe
recommendations. Management's conment S are included in

Appendix 3,

Page 5
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OBJECTIVE

SCOPE

METHODOLOGY

The objective of thisreview was to identify the actionstaken by
the Department in response to HurricanesKatrina and Rita and to
assesswhether these actionsfulfilled the Department's obligations
as stated in the Department of Homeland Security's National
Response Plan.

Thereview was performed in October 2005, at the Office of
Electricity Delivery and Energy Reliability in Washington,
D C In particular, we performed areview of specific
ESF-12 actionstaken. by the Department in response to the
hurricanes.

To assess the Department's responseto Hurricanes Katrina and
Rita, we:

Discussed actions taken by the Department with other
Federal entities, including representativesfrom the Federad
Emergency Management Agency (FEMA) and the Federa
Energy Regulatory Commission;

e Interviewed Department officials framthe Office o f
Electricity Delivery and Energy Reliability and t he Office
of General Counsel;

e Obtaned information from the Bonneville Power
Administration, Southwestern Power Administration,
Southeastern Power Administration, and the Western Area
Power Administration;

e SpokeWthindustry officialsfrom Exxon Mohil
Corporation, Entergy Corporation (Entergy), and Colonial
Pipeline Company;

o Interviewed the Department’s initial emergency response
team members;

e Identified the Department's ESF-12 responsibilities
contained in the Department of Homeland Security's
National Response Plan;

Page 6
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Reviewed the Office of Electricity Delivery and Energy
Reliability's Emergency Support Funct i on- 1%0perations
Manual;

Examined the Department's Gulf Coast Hurricanes
Situation Reportsand emergency responseteam logs,

Reviewed the Officeof Electricity Delivery and Energy
Reliability organizationa structuze;

Reviewed the Department's listing of potential emergency
response team members and deployment schedules;

Evaluated the Department's communication channels;
Examined Lessons Lear ned documents; and,
Reviewed hurricaneinformation posted on various internet

websites, including the Ener gy Information Administration
daily reports.

Page 7/
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August 27
August 29

August 31,

September 1

FEMA activates ESF-12.
Hurricane Katrina makes landfall near the L ouisiana-Mississippi border.

The Secretary announces a loan from the Strategic Petroleum Reserve. The
Department coordinateswith the Environmental Protection Agency to grant
waiversto use high-sulfur off-road diesd.fuel.

The Department assists Colonial in obtaining replacement generators to restart
its pipeline and works with the Mississippi Highway Patrol to grant Colonial
access to itsdamaged facilities to bring in the generatots and provide security
for repair crews. The Department also workswith FEMA so shipments of food
and water can be quickly deliveredto Entergy repair crews.

September 2 The Department workswith FEMA and Amtrak to providesleeper carsto first
responders IN New Orleans.

September 3 The Department assistsin making arrangements to distribute
1.2 million gallons of diesd fuel to first respondersat 7 sitesin Louisiana

September 24 HurricaneRitastrikes near the Texas-Louisiana border. ESF-12 staff assists
workers at arefinery in Port Arthur, Texasto obtain clearances for restoration
work.

September 27 The Department facilitates therestoration of power to the Lake Livingston
Pumping Station.in Texas.

September 28 The Secretary issues an order t0 authorize and direct CenterPoint Energy to
temporarily connect and restore power to Entergy, providing power to Texas
residents affected by Hurricane Rita.

October 1 The Southwestern Power Administration helps restore power to over 20,000
customersand residentsin North Jasper County, Texas.

Page 8 Chronology of Significant Department Actions - 2005
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Ap_p_endiv 2

Department of Energy
Washington, DC 20585

”g"':aggﬁ

MEMORANDUM FFOR: WILLIAM S. MAHARAY
DEPUTY INSPECTOR GENERAL
FOR AUDIT SERVICES
OFFICE OF INSPECTOR GENERAL

FROM: KEVIN M.KOLEVAR
DIRECTOR
OFFICE = ELECTRICITY DELIVERY
AND ENERGY RELIABILITY
SURIECT: Raspnnse to the |nspector General Draft Special Report

entitled “The Department 0f Energy's Responseto
Hurricanes Katrina and Rita”

Thank you for the opportumity to review and comment 0N this draft special.report
concerning the Department of Energy’s activities in support of the National Response
Plan dutingtwo recent Gulf Coast hurricanes. The report accurately depicts both the
events during thal time period aswall as Department of Energy activities inn response to
thosc cvents. V@ arein full agreement with the four recommendationscomaincd in the
drafl report:

1. Clarify with external sourcesthe appropriate ESF-12 point of contact to
whom they should direct information requests, and proactively disseminate
such information to Department Of Energy personnel and appropriate
external sour ces.

'Thisrccommendation addresses one of the most trying problems faced by DOE
responders - Si Nl ar questious from muhiply requestors (most often from different levels
within the Department of Homeland Security) addressed to different DOE respondersin
different locations. We have decided to addressthis probiem by making three changsin
our procedures: (1) responderswill ¢-mail, when possible, SUCh questions to two
headquarters point of contact sven if. as Wl usually be the case, thevy answer themn
directlv themselves; (2) the daily rcsponders’ telephone call-in will be expanded to
in¢lude di scussi on of these specificquestions reccived during the past 24 hours; and (3)
we have alveady notified DHS that all of their questions need to be shanneled through a
single poim Of contact within OE. These steps shoutd both impmvc internal
communicarions and eliminate some duplication of effort

3. Develop an inventory of availakle Department resources for emer gency
crergy restoration.

@ rimis whh 3oy Ik on recyeled papes

Page 9 Management Comments
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While the Department maintains an active Jist of personnel who are able to respond, we
are not aware of asimilar list of equipment (e.g., geanerators) which could be made
available = either asadonationor aloan = to Federal, State or |ocal responders. We will
mect with the headquarters Office of Management and General Counsel to determine the
best way lo develop aprotocel for equipnient and to work with those DOE offices who
have equipment to determine how best to develop an inventory.

3. Ensurethat deployed teams are adequately provisioned with a standar dized
suiteof equipment,

Each natural disaster seems 1o bring with it @ new set of needs which confront the DQE
responders. The recommendation iSon target, but can be expanded to include software
and data aswell ascquipment. We have begun to addressthisissuein two ways: (1)

since communications problems are inevitably the first ones to pl ague respondersin ny
cmergency, We have made arrangementsthat an appropriate staffer from the DOE Office -
of the Chief Tnformation Officer will accompany them in the next major response event

to learn about these issuesand make reconumendations about equipment and (2) we are
working with the Natienal Energy Technology Laboratoryto develop a library of key
energy infrastructure facilities and assetswhich can be on acompact disk issued to
responders to help them understand tmore about the facilitiesand their special needs.

4. Determine whether additional personne] are NECESsary to meet the
Department's National Response Plan obligations.

Our human capital management planning, juxtaposed with our experience in the recent
Gulf Coast huericanes, hasindicated several skill gapswithin the Office. Wehopeto
address those needs in the next budget cycle.

Finaly. | would liketo thank the TG team members for their sl i d professionalism as vl
as sengitivity during their review. In several instances, they rescheduled meetings O

f ound ways to lessen our burdens in rcsponsc to the stress of the amost-daily rew
developments causcd by our National Response Plan responsibilities. This consideration
was wreatly appreciated,

2age 10
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The Office of Inspector General wants to make the distribution Of its reportsas customer friendly and cost
effectiveas possible. Therefore, thisreport will be available eectronically through the Internet at the
followingaddress:

U.S. Department of Energy Officeo f Ingpector General HomePage
bttp://www.ig.doe.gov

Y our commentswould be appreciated and can be provided on the Customer Response Form
attached to thereport.
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JG Report No. DON G0707
CUSTOMER RESPONSE FORM

The Office of Ingpector General has a continuinginterest in improvingthe usefulnessof its
products. Wewish to makeour reportsasresponsive aspossibleto our customers' requirements,
and, therefore, ask that you consider sharing your thoughtswith us. On the back of chisform,
you may suggest improvementsto enhance the effectiveness of futurereports. Pleaseinclude
answer sto the following questionsif they are applicable to you:

[, What additional background information about the selection, scheduling, scope, or
procedures of the ingpection would have been helpful to the reader in understanding this

report?

2. What additional information related to findings and recommendations could have been
included in thereport to assist management in implementing correctiveacti ons?

3. What format, stylistic, o organizational changes might have made thisreport's overall.
message moreclear to the reader?

4. What additional actionscould the Office of Inspector General have taken on theissues
discussed in thisreport which would have been helpful?

5. Pleaseinclude your name and telephonenumber so that we may contact you should we have
any questionsabout your comments.

Name Date

Telephone Organization

When you have completed this form, you may telefax it to the Officeof Inspector General at
(202) 586-0948, or you may ral it to:

@fi e of Inspector General,(IG-1)
Department of Ener gy
Washington, DC 20585
ATTN: Cugtomer Relations

If you wish to discuss this report or your comments with a staff member of the Officeof
Inspector General, please contact Leon Hutton at (202) 586-5798.



